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images, photos animations, videos, soun s, music, and text (hereby
referred to as materlal”) are protected by copynght

This material, with the exception of some multimedia elements
licensed by other organizations, is property of the authors and
organizations appearing in the first slide

This material, or its parts, can be reproduced and used for didactical
purposes within universities and schools, provided that this happens
for non-profit purposes

Information contained in this material cannot be used within
network design projects or other products of any kind

Any other use is prohibited, unless explicitly authorized by the
authors on the basis of a written agreement

Authors assume no responsibility for the contents of this material,
which may be subject to changes

This copyright notice must always be redistributed together with the
material, or its portions
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Prerequisites

«Very basic knowledge of the
Linux OS

+ Networking
®{S0-0si stack
mrouting protocols (rip, bgp)
m basic network tools
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10.0.0.10 10.1.0.5 10.1.0.6

This is not Netkit...
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What's this Natkeet thing?

) X5

Connected to r5,
Escape character is '*]',

z
Hello, this is zebra (version 0,94).
Copyright 1936-2002 Kunihiro Ishiguro,

User Access Verification

Passuord:
r5> show ip rip
Codes: R - RIP, C - connected, 0 - OSPF, B - BGP
(n) - normal, (s) - static, (d) - default, (r) - redistribute,
) X pcl (i) = interface
E4 bytes from 10,1, 1 icmp_seq=l ttl=62 time=13.1 ms Network Next Hop Metric Fri Tine
B4 butes from 10,1, + icmp_seq=2 tt1=62 time=1,39 ms Rin) 10.0,0,0/24 10,1.0,18 ol 02:43
64 bytes from 10,1 icmp_seq=3 ttl=62 t:=- Dol A0 0 0720 <L L . ek
10.1
10.1.

B4 bytes from icmp_seq=4 ttl=62 |\ A
B4 bytes from 1 icmp_seq=5 ttl=62

: : 02:15 --- Starting Metkit phase 2 startup script
- i P P 02:15
5 paigétéol:ignzg?ﬁtzg‘?tés:;gzived, 0 packe . i 02157 Starting r4 specific startup script ...

rtt min/ave/max/mdev = 1,369/3,824/13,171/4 A, 0,0, Starting Zebra dasmons (prio:l0): zebra ripd.
pcl:™# ping 10,2,0,1 g 02:57 Vi 1 h 4 &
PING 10,2,0.1 (10,2,0,1) 56(84) bytes of da ) ) Aptus oSt ju=ac. = % pc3
64 bytes from 10,2.0,1: icwp_seq=l ttl1=62 ¢| [r1> Connection closed by foreign host. ZJ AP

B4 bytes from 10,2.0,13 =2 t£1=60 ¢| [[27% topdump -1 eth2 loap =" Netkit phase 2 init scri| g4 pytes from 10.0.0.101: =4 tel=61 time=1,33
AU b tcpdump: verbose output suppressed, use -v or -ww for full protocol decode A L Lo =

--- 10,2,0.1 ping statistics --- listening on eth2, link-type ENLOMB (Ethernet), capture size 96 butes rd login: root (automatic lo |___ 19 0. 0.101 ping statistics -—

i 7:59:38,594527 IP 10,1.0,18 > 10,2,0.101: icmp 48: time exceeded in-transit Linux pel 2,6,11.7 #1 Tue Se i i i
2 packets transmitted, 2 received, 0% packe 1 L Slhis Lol P - . = P PR 4 packets tranzmitted, 4 received, 0% packet loss, time 3041ms
rtt min‘avg/nax/ndev = 1,125/1,341/1,557/0,| [17:59:38,533350 IP 10.1,0.18 > 10,2.0,101: icap 48: time exceeded in-transit elcome: to Netkit rtt min/avg/max/mdev = 1,315/1,552/2,055/0,235 ns
pel:™# traceroute 10,2,0.101 17:59:38.602629 1P 10,1,0,18 > 10,2,0,101: icmp 48: time exceeded in-transit pe3:™# traceroute 10,0,0.101
traceroute to 10,2,0.101 (10,2,0.101), 64 h ﬂ;ﬁi;iﬁi?s”" IP 10,0.0.102 > 10,2.,0.101; icwp 48: 10.0,0,102 udp port 33444 u Kiinlf?Ftio T traceroute to 10,0,0,101 (10,0,0,101), 64 hops max, 40 bute packets
iy
. 13‘2‘3:1?(%25%051%”2 pe dme 28 | |17:53:38,621018 TP 10,0.0,102 > 10.2,0.101: icwp 48: 10,0,0.102 udp port 33445 u i Catewoy s ;g‘f‘g-}jﬁffﬁhf b

0.1.0,13 (10, ns 3ms 3 ms| [Mreachsble 0. 19.1.0.3 0,1.0.18 (10,1,0, ns 2ms 1m
. 105.0_131(%10_ y f‘;nz ne Jms 30| [17:59:36.623607 IP 10,0,0,102 > 10,2,0,101: fcwp 48 10,0,0,102 udp port 33446 u .0, 10.1.0. i io‘é‘o_}ﬁl‘%mfo‘offéif b
pclss ] reachable pc3:™# traceroute 10,0,0,102

e e e traceroute to 10,0.0.102 (10,0,0,102), 64 hops max, 40 byte packets
packets captured = 1 10,2,0,1 (10,2,0,1) 1ms 2ms 1ms

o Xea packets received by Filter 4 2 10/1:014 (10,1.0,14) 3 ms 2ms 1ms
Linux pel 2,6,11,7 #1 Tue Sep 13 18:36:01 (|| |0 Packets dropped by kernel ) ) 3 10,1,0.18 (10,1,0,18) 2 ms 2ms 1ms
Welcome to Met| .0, .0, 4 10,0,0,102 (10,0,0, 102) 2ms 2ms 2ms
T pc3:™# traceroute 10,0,0,1
pc2:# route i o traceroute to 10,0,0,102 (10 0,0,102), B4 hops max, 40 byte packets
Kernel IP rout] L4430 dev eth0 proto | 10,2,0.1 {10.2.0.1) 1ms 1ms 1ms
Destination 0730 via 10.1.0.5 dev 2 10,1,0.14 (10,1,0,14) 3 ms 2 ms 1 ms
10,0,0,0 3 10,1,0,18 (10,1,0,18) 13 ms 2 ms 2 ms
de;ault 43 10, E 0,102 (10,0,0,102) 12 ms 2 ms 2 ms
pc2:™" ping 10 L0, 16, 3
PING 10,2,0,10 10,2,0,0/24 via 10,1,0,10 dev—ore e
E4 bytes from 10,0,0,0/24 via 10,1,0,5 dev ethd proto zehr'a metrlc 3 equallze
64 bytes from F3:° ping 10.0,0,101
64 bytes from PING 10,0,0,101 (10,0,0,101) 56(84) bytes of data.
B4 bytes from 10,0,0,101: icmp_seq=1 tt1=62 time=10.5 ms

=== 10,0,0,101 ping statistics ---
1 packets transmitted, 1 received, O packet lozsz, time Oms
e . wh1) 101,009 . rtt mindavg/max/mdey = 10,599/10,599/10,539/0,000 ns
traceroute to 10,2, 0 101 (].0 L0,101), B4t F 5 0,0, 3" traceroute 10,0,0,101
1 10,0,0.1 {10,0,0,1) ims 2me 1ms traceroute to 10,0,0,101 (10,0,0,101), 64 hops max, 40 bute packets
2 10,1,0,17 (10,1,0,17) 1ms 4 ms 2 m 1 10,1,0,5 (10,1,0,5) 1ms 2ms 1 ms
3 10,1.0,13 (10.1.0,13) 3 ms 4 ms 3 m e : L0, : 2 10.1.0,1 (10,1,0,1) 1ms 2ms 1 ms
4 10,2,0,101 (10,2,0,101) 3 ms 4 ms 3 : i : . 3 10,0.0,101 (10,0.0,101) 2 ms 2ms 2 ms
pc2:# ] et l |




Yet another boring emulator toy?

+ From Wikipedia:

Bochs, portable open source x86 and AMD64 PCs emulator
FAUmachine

Microsoft Virtual PC

Microsoft Virtual Server

OPEN COLINUX - Linux inside Windows
Parallels

QEMU

SVISTA

TRANGO Real-time Embedded Hypervisor
twoOStwo

User-mode Linux

Virtuozzo

VM from IBM, apparently the first true virtual machine system and still
in wide use today.

VMWare
Xen
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A Yet another boring emulator toy?

Product

License
Open Source

+Performance

+Requires
the host kernel

I porting gl
guest OS kernel

VMWare

Commercial

+Near native
performance

RComplex

configuration

Bochs

Open Source

+Good support for
many guest OSes

raPerformance

QEMU

(almost)
Open Source

+Emulates multiple
architectures

+Comes with an
accelerator module

+Requires to
be installed

\le1dlightweight

Open Source

+Lightweight

+Development stalled
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+ Networking courses
mrouting protocols
mapplication level services

(dns, web, email, etc.)

+ Emulation of the italian
academic research network
(GARR)

massignment of OSPF weights
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+ Understanding Netkit
# Architecture overview
+ Setting up Netkit
# Download and installation

+ Using Netkit
m Getting acquainted with Netkit commands
mHow to prepare Netkit labs

+ Sample scenarios
m A virtual network running BGP
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Understanding Netkit




v

vhost:~# |j
vhost:~# |j

v

vhost:~# i vhost:~# i | vhost:~# I

v

vhost:~# | -
vhost:~# |} s Vhost:~# |}
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vhost:~# |}

& real host

M - running virtual hub... J
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A closer look at virtual machines

& real'host
HOST OS

—Jalx

GUESTOS ...

|

:

host ram
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Interconnecting virtual machines R

& real'host
HOST OS V virtual'host ]

NE
V' virtual'host
ROUTER ‘ﬂ PC3
| _

V' virtual’host “ 1
PC1

virtual virtual
hub hub

(collision (collision

U virtual host domain) domain)

PC2
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A few technicalities

+ \/irtual machines run a user-mode-linux kernel

u Linux kernel compiled for running as a userspace
Drocess

® Thin emulation layer = better performance
u http://user-mode-linux.sourceforge.net/

+ The guest OS is a Debian GNU/Linux unstable
m Most popular networking tools are included
u Copy-On-Write

e “"Damage-free” filesystem
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Cables & Interfaces

epli=oNe-il Network Layer
DE equipped e Handled by the UML kernel
i @ o IPv4/IPv6

DEr O

Data-link Layer

- - e Ethernet
e No collisions

Physical layer

e Virtual hub daemon (uml_switch)
e Communication over unix sockets
e No delay, loss, reordering

> 006 © 006 A
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System requirements

1386 Linux host

>600 MHz
+ |lower fregs impact performance

~10MB for each virtual machine

+ depends on the amount of emulated
memory

Hard disk
space

~650 MB + ~1-20 MB for each virtual
machine
+ depends on vm usage

Others

ext2/ext3 filesystems preferred
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A tiresome procedure ©

+ Just three steps

1. Download @ http://www.netkit.org
+ netkit-2.4.tar. bz?2 A

+ netkit-filesystemF2.2.tar. bz2
+~ netkit-kernel-K2.2.tar. bz2

2. cd to a directory of your choice and unpack the
files

large file

& host machine

foo@host:~$ cd netkit

foo@host:~/netkit$ tar xjf netkit-2.4.tar.bz2

foo@host:~/netkit$ tar xjf netkit-filesystem-F2.2.tar.bz2
foo@host:~/netkit$ tar xjf netkit-kernel-K2.2.tar.bz2
foo@host:~$ R}
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A tiresome procedure ©

3. Set some environment variables

+ set NETKI T _HOVE to the path where you installed
Netkit

+ set PATH to the string
“$PATH: $NETKI T_HOVE/ bi n”

+ set MANPATH to the string ™: $NETKI T_HOVE/ man”
Example (using bash):
& host machine

foo@host:~/netkit$ export NETKIT_HOME=/home/foo/netkit/netkit2
foo@host:~/netkit$ export PATH=$PATH:$NETKIT_HOME/bin
foo@host:~/netkit$ export MANPATH=:$NETKIT_HOME/man
foo@host:~/netkit$ |}

That's all folks!
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Test your installation

+ cd to the Netkit directory
+ Run check confi guration. sh

& host machine

foo@host:~/netkit$ cd netkit2
foo@host:~/netkit/netkit2$ ./check_configuration.sh

[ READY ] Congratulations! Your Netkit setup is now complete!
Enjoy Netkit!
foo@host:~/netkit/netkit2$ |}

+ Test failures are accompanied by a short
description of the fix
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Using Netkit

(at last...)




A toolkit made up of tools

] ] = ] )C () )11E0 U
¢ () — A1 C

Itools

vtools

UML kernel
(virtual machine)

uml_switch
(virtual hub)
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vstart Start a virtual machine with a given
configuration

vconfig | Attach a network interface to a running
virtual machine

vlist List running virtual machines

vhalt Gracefully shut down a virtual machine

vcrash Kill a virtual machine

vclean Panic button A
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Booting a virtual machine

vstart [options] MACH NE NAME

+ Most common options:
m--ethN=col |lision donain
e Interfaces on the same collision domain can exchange traffic

®-M nenory_ anpunt
m-p

e Just show what would be done

& host machine
foo@host:~$ vstart --ethO=CD_A --ethl=CD_B -M 256 pcl

== Starting virtual machine "pcl"”
Kernel: /home/max/netkit2/kernel/netkit-kernel
Modules: /home/max/netkit2/kernel/modules |}
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Look: it's booting...

« The virtual machine terminal window
automatically pops up

v

--- Starting Netkit phase 2 startup script
virtual host pcl ready.

--- Netkit phase 2 init script terminated
pcl Togin: root (automatic login)

Linux pcl 2.6.11.7 #1 Tue Sep 13 18:38:01 CEST 2005 1686
GNU/L1inux

welcome to Netkit
pcl:~# B}
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Where VMs write things

« Copy-On-Write: every change to the
model filesystem is written to pc1. di sk

« Sparse files: zeros do not consume disk

space

& host machine A

foo@host:~$ 1s -1 pclg
-rw-r--r-- 1 foo fo 006-02-18 19:53 pcl.disk
-rw-r--r-- 1 foo foo 8" 2006-02-18 19:57 pcl.log
foo@host:~$ du -h pcl.*

884K pcl.disk

4.0K pcl.log

foo@host:~$ |}
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Getting rid of a virtual machine

+ Gracefully shut down from the inside...

' pc

pcl:~# halt

Broadcast message from root (vc/0) (Sat Feb 18 19:46:13 2006):

The system 1is going down for system halt NOw!
INIT: Switching to runlevel: 0
INIT: Sending processes the TERM signal |}

+ ...or from the outside...

& host machine

foo@host:~$ vhalt pcl
Halting virtual machine "pcl" (PID 8598) owned by foo [...
foo@host:~$ |}
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Getting rid of a virtual machine @

« ...or harshly unplug its power cord

& host machine
foo@host:~$ vcrash pcl

== Crashing virtual machine "pcl" (PID 9741)
virtual machine owner: foo

virtual machine mconsole socket:
/home/foo/.netkit/mconsole/pcl/mconsole

Crashing... done.

foo@host:~$ |}

+ Quick
+ Screws virtual machine filesystem
+ Remember: Copy-On-Write

IPS MoMe 2006 - © 2006 Massimo Rimondini & Compunet



« .../S a set of pre-configured virtual
machines that can be launched/stopped all
together

+ ...consists of a hierarchy of directories

+ ...dllows to set up complex network
experiences

+ ...can be controlled by using the Itools
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Istart Start a Netkit lab or just some of its
machines

Itest Start a Netkit lab In test mode

lhalt Gracefully shut down (some of) the

virtual machines of a lab

Icrash Kill (some of) the virtual machines of a
lab

linfo Display info about a lab without starting
it; sketch the network topology

Iclean Remove temporary files (no panic!)
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A Mastering your own Netkit Lab A

+« How to prepare a lab:

. define topology a, °

. assign addresses ’?i

. configure network P
services ‘@/
7<) <
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My Own Lab, scene 1, take 1
Network topology

« Sketch your planned topology before

implementing it
LEGEND

/. @ collision
.
domain name

(:)‘L 11. 0. 0. 8/ 30 AL

address
== 11.0.0.8/30

W o
Interface

\\
(D
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My Own Lab, scene 1, take 2
Network topology

« A lab consists of a hierarchy of directories

+ Each (even empty) directory represents a
virtual machine

© host machine BAOE ) «A lab consisting of two virtual

foo@host:~/1ab$ 1s .
2S10rL . aclOr2  1ab.conf machines (as10r 1, as10r 2)

foo@host:~/Tab$ [ +Checkwithl i nfo

+ Link-level connections are described inside
the file | ab. conf (in the lab root)
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My Own Lab, scene 1, take
Network topology

+ | ab. conf syntax
mvniif]=cd
 vnt virtual machine name (e.g., as10r 1)
e | f : interface number (e.g., 0)
» cd: collision domain name (arbitrary string)
mvni opt ] =val
e opt : the name of a vstart option (e.g., nrem)
 val : a value for that option

@ Other optional items

e Informational: LAB_DESCRI PTI ON, LAB_VERSI ON,
LAB_AUTHOR, LAB_ENAI L, LAB_V\EB

o Explicit list of virtual machines (machi nes)
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My Own Lab, scene 1, take 4
Network topology

+«Sample | ab. conf

& host machine

asl0rl[0]=B
aslorl[1l]=A

asl0r2[0]=B
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My Own Lab, scene 2
Assigning addresses, etc.

+ On startup, virtual machine vmruns
mshared. startup
Evm startup

+ Interfaces may be configured inside
vm st art up

0 host machine

.9 netmask 255.255.255.252 broadcast 11.0.0.11 up
/etc/init. d/zebra start

|aler1 startup

+ Network services may be started up inside
vm st art up too...
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My Own Lab, scene 3
Configuring network services

+ On startup, Netkit copies the directory hierarchy
in vim (on the host) to / on virtual machine vm

& host machine _Ja v t

foo@host:~/1ab$ find . aslorl:~# pwd
. /root

./aslirl aslorl:~# 1s
./as10rl/root this_is_a_file
./as1l0rl/root/this_is_a_file aslorl:~#
./as1l0r?2

./1ab.conf

foo@host:~/Tab$ |}

« Useful to alter routing software configuration
files
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+To start up a lab:

foo@host:~$ cd Tab foo@host:~$ Istart -d 1ab |}
foo@host:~/1ab$ 1start |

+To crash a lab (use | hal t to halt):

foo@host:~$ cd Tab foo@host:~$ Tcrash -d 1ab |}
foo@host:~/Tab$ lcrash |}

+To get rid of temporary files (. di sk, . 1 og):

foo@host:~$ cd Tab foo@host:~$ Tclean -d 1ab |}
foo@host:~/1ab$ Tclean |}
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Playing Around with Netkit




customer

(200. 1. 0. 0/ 16)

RIP

IPS MoMe 2006 - © 2006 Massimo Rimondini & Compunet




(200. 1. 0. 0/ 16)

RIP
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® Prohibit transit traffic
®w Be fault tolerant

customer

(200. 1. 0. 0/ 16)

RIP
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® Prohibit transit traffic
®w Be fault tolerant

® Perform loadsharing

e inbound: by
announcing /17s

customer

(200. 1. 0. 0/ 16)

RIP
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® Prohibit transit traffic
®w Be fault tolerant

® Perform loadsharing

e inbound: by
announcing /17s

e outbound: by nearest
exit

customer

(200. 1. 0. 0/ 16)

RIP
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Making routers route traffic

+ Routing is performed by the zebra software

bgpd>l
bgpd

file access
routing updates




—Q

et“hl

@ |

200.1.0.0/18

200. 1. 64.0/ 18

customer

(200. 1. 0. 0/ 16)

200. 1. 128. 0/ 17




13
AS0N et hO

v) - 0)0),

eping 11.0.0.26

eping 11.0.0.29

etraceroute 11.0.0.29
cobserve nearest exit




v

AS32NN
as300r

«telnet localhost bgpd (pw:zebra)
eshow ip bgp

eobserve Jocal routes and the default

eenable
eshow running-config

eobserve prefix-1ists that prevent
transit traffic and let /16 and /17
be announced

s inspect ripd configuration




‘ 11. 0. 0. 28/ 30
isp 1 f | isp 2
AS30 AS40

1 ‘ 1

®—

\4 C ]

11.0.0.12/ 30
etraceroute 11.0.0.14 _

e traffic does not traverse the

customer
10

: : customer
% % — (200. 1. 0. 0/ 16)
L

et:hl et:hl
| @ @ |

200.1.0.0/18 200. 1. 64.0/ 18

M)&& 200.1.128.0/ 17




et hl
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etraceroute 200.1.0.2
etraceroute 200.1.128.

e Joadsharing at work

1

et hl
[

200.1.0.0/18

200. 1. 64.0/ 18

B /0. 4.4.0/24

customer

(200. 1. 0. 0/ 16)

200. 1. 128. 0/ 17




—Q

«telnet localhost bgpd (pw:zebra)
eshow ip bgp
eobserve the two /17s and the
two alternatives for the /16

1

ROV

B /0. 4.4.0/24

customer

et“hl

@ |

200.1.0.0/18

200. 1. 64.0/ 18

(200. 1. 0. 0/ 16)

200. 1. 128. 0/ 17




11.0.0.8/30
\4 C JU1T

«telnet localhost bgpd (pw:zebra)

.enable stomer

econfigure terminal D0. 1. 0. 0/ 16)

erouter bgp 300

eneighbor 11.0.0.10 shutdown
esimulating failure of 1ink N
eshutting down the interface is
also possible

$ 200.1.128.0/17




11. 0. 0. 24/ 30

AS30

isp 1

1
et hl

® [

eafter a while...
traceroute 11.0.0.25
e« the backup route is being used

: | customer
% — (200. 1. 0. 0/ 16)
|

e;hl ethl
| (iD CZ)

200.1.0.0/18 200. 1. 64.0/ 18

M)&& 200.1.128.0/ 17




Wanna play?

+ Visit http://www.netkit.org
u Other ready-to-use labs
w Lecture slides
u Netkit updates

u Other resources (NetML)
+ Forthcoming lab topology:
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